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Google Hacking

e “"Google hacking is a computer hacking
technique that uses Google Search and
other Google applications to find security
holes in the configuration and computer
code that websites use.”-Wikepedia
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Enter

Mesfes Lab - McAfeelSBARIEL{7E) © Shady RATH BT

% Previous post in Mcafee Labs
Revealed: Operation Shady RER
ST ARBER (5REF) 2011-08-04

Drnitri Alperovitch

¢ B %ﬁﬁﬁnﬁ > AT P R—EREE pn  FREUTE

Download the POF varsion of Operation Shady RAT rep
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Far the last few vears, especially since the publicr
targeted succeszszful intruzion into Soogle and twao
often been asked by our warldwide custormers if th

sophisticated penetrations themselves or if that is [ﬂjﬁf‘anonymous@ﬁLulzsecEﬁ%ﬁﬁ?Eﬁ[@%ﬁiﬂﬁ ' %ﬁ%ﬁMCﬂfEE;{:HE'ﬁ}i

agencies, defense contractors, and perhaps Googl

has been unequivacal: absalutely, R BRI STERRTERE - £ELW T B RO AR E
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lang-term compromize of Western oil and gas industry], as well as numen cxeomelvoew
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disclosed publicly, I am convinced that every cornpany in every conceivable
valuable intellectual property and trade secrets has been compromised (o
rnajority of the victirns rarely discovering the intrusion or its impact In fac
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Lately, with the rash of revelations about attacks on organizations such as —E'%%%%:??@]@Ekﬁﬁﬁf%%ﬁf . ﬁﬁﬁjﬁx%’f@%ﬁ%iﬁ% . ﬁ
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Protection and mitigation

e Ensure antivirus is up-to-date and active
e (R P S5 BRBR R BB T 2L B R

e Turn on IPS
FRIIPS

e Use email filtering
FHemaili@ )&

e Patch operating system and software
(EREOSEIENfE

e User awareness
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H 426 Hie 2 5 - 15 R 1E TR 42 21
o A0FIDL MW HeadersEH

e http://whatismyipaddress.com/trace-email

Headers:

Beceived: from mail.becs.com.tw ([1592.165.1.11]) by mail.bcoos.com.tw
([192.1658.1.11]) with mwapi; Fri, 30 Jul 2010 15:06:17 +0500

Content-Type: application/ms—-tnef; name="winmail.dat"

Content—-Transfer-Encoding: binary

From: =2?bigS5?BE?quirVLPH?= <jackhwalbcos.com. tws

To: =2big5?Bunép/aX+plZ leat IvTN=7?= <hccesibhoos. com. tws

Date: Fri, 30 Jul 2010 15:10:3& 40300

Subject: =?bigS?E?WT7InpK:Z 1UgV3uiFAdICCnlavnu/ K7objecolGoTalipdssTT3

Thread-Topic: =?bigS?E?WT7InpKE 1UTgV3uEFAdICCndavnu/ K7objocolUSoTalipdcsTa3ime?=

Thread-Index: AesvikGiGWEEAMTEmEqOGpYPOpiPS50==

Message—-ID: «<CSTS9EBED. 7DE: jackhwalboos. com. tws

Loecept-Language: zh-TW

Content-Language: en-UT3

E-Ma-Has-Attach: yes

HA-Ma3-Exchange-0Organization-5CL: -1

E-M3-THNEF-Correlator: <CS739BED.7DEB%jackhwalbcos.com. tws

user—-agent: Microsoft-Entourage/13.5.0.100510

MIME-Ver=sion: 1.0

X—-huto-Response-3uppress: DR, O0OF, AutoReply

E-EsetId: DEG4O7ZFSESD7069C162077ES50330
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